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SUMMARY
Cyber Security Analyst with 5+ years of experience in Information Security including the construction of secure network infrastructure and business systems. 
Skilled in Microsoft Office products, Office 365, Microsoft Exchange Administration, Information Security, Documenting and Optimizing processes, ServiceNow, and Active Directory. Pursuing a Bachelor of Science in Cyber Security from Charter Oak State College. CompTIA Certified in A+, Network+, and Security+.

EXPERIENCE
Senior Cyber Security Analyst
Battea Class Action Services, Stamford, CT
December 2019 - Present
· Performed threat analysis and managed risks in a sensitive client data environment.
· Administrated weekly Dynamic code scanningand worked with software development team to work towards mediations
· Led attack simulation and penetration testing.
· Conducted daily security monitoring of digital infrastructure and datacenters.
· Identified and remediated vulnerabilities using industry-leading software.
· Managed Endpoint Detection and Response systems.
· Administered Incident Response Team and documented security policies and knowledgebase articles.
· Managed Data Loss Prevention Policies and exceptions.
· Performed daily audit reviews and responded to Security Due Diligence Questionnaires.
· Investigated within SIEM systems and facilitated annual cybersecurity training.
· Analyzed security posture and implemented configuration hardening for Active Directory, Azure, and Office 365.
· Executed annual security audits and authored numerous knowledge and security policy articles.
· Implemented and maintained the Center for Internet Security (CIS) Controls framework.
· Managed security measures to prevent breaches, detect vulnerabilities, and manage risk.
· Conducted regular system audits to ensure compliance with security standards.
· Integrated AI applications in data security and protection strategies.
· Collaborated with IT teams to integrate security practices into the development lifecycle.
· Provided training and guidance on cybersecurity best practices.
· Stayed updated on cybersecurity trends and technologies.
· Assisted with updating and reviewing the System Security Plans
· Developed controls such as firewalls, data leakage protection systems, patching, encryption, and vulnerability scanning.
· Evaluated, categorized, and remediated security events and vulnerabilities.
· Participated in cybersecurity projects to ensure timely delivery and compliance with information protection requirements.
· Maintained relationships with Managed Security Services Providers.
· Owned vulnerability management, including categorizing, evaluating risk, and implementing remediation steps.
· Managed patch management for servers and endpoints.
· Participated in on-call rotation for emergency-related events.
· Managed NextGen AV systems and ran AI models for security purposes.
· Implemented and audited security measures following CIS Framework, NIST 800, ISO 270001 and other frameworks.
· Managed network security, including switches, routers, firewalls, VPN, DLP, antivirus, IDS/IPS, SIEM, and more.
· Oversaw and enhanced the vulnerability management program.
· Proposed and implemented solutions for identified vulnerabilities.
· Managed security for cloud providers (AWS, Google Cloud Platform, Azure).
· Managed EDR solutions, configuration management, hardening, and vulnerability scanning.
· Managed identity access management systems (IAM).

EDUCATION
Charter Oak State College
Bachelor of Science in Cyber Security (In Progress)
Naugatuck Valley Community College, 2013
Associate of Science in Computer and Information Sciences and Support Services


CERTIFICATIONS
· CompTIA Security+ (ce, 2017)
· CompTIA Network+ (ce, 2016)
· CompTIA A+ (ce, 2015)

INVOLVEMENT
· CompTIA

SKILLS
Industry Knowledge:
Cybersecurity and Information Security, Threat Analysis and Risk Management, Network Security and Infrastructure Management, Incident Response and Disaster Recovery, Security Compliance and Audits (CIS, NIST), Data Loss Prevention (DLP), Penetration Testing and Vulnerability Assessment, AI Applications in Cybersecurity, System Security Plans (SSP), Managed Security Services Provider (MSSP) Relationships, Regulatory Compliance (HIPAA, ITARR, SOC Audits)
Tools & Technologies:
Endpoint Detection and Response (EDR), Security Information and Event Management (SIEM), Identity and Access Management (IAM), Firewall and Network Security Controls, Vulnerability Scanning and Remediation, Patch Management for Servers and Endpoints, Encryption and Data Protection, Security Policies and Procedures Documentation, Active Directory, Azure AD, Office 365, Network Switches, Routers, Firewalls, VPN, Group Policy, DNS, DHCP, VLANs, Antivirus, Antimalware, IDS/IPS, SMTP and Email Security, Microsoft Office Suite (Word, Excel, Outlook), ServiceNow ITSM and FreshService Ticket System, PowerShell, Oracle SQL Developer, MSSQL, Remote Desktop Management, Cloud Security (AWS, Google Cloud Platform, Azure), Automation Tools (SCCM, PDQ Deploy), Mobile Device Management (Intune, AirWatch/Workspace One)
Interpersonal Skills:
Team Leadership and Project Management, Training and Mentoring IT Staff, Technical Writing and Documentation, Client and Stakeholder Communication, Problem Solving and Critical Thinking, Time Management and Prioritization

